UNDERSTAND THE COMPUTER PROCESSING ENVIRONMENT

OVERVIEW OF THE COMPUTER PROCESSING ENVIRONMENT

1) Name of the computer processing environment: _____________________________________

2) Institution cycles affected by this computer processing environment: ______________________

2a) Primary Financial application(s): ______________________________________________

3a) Are any of the principal institution activities/areas of general computer controls performed by    

      service organizations (would you receive a SAS 70 report from them)?  (circle one)




YES


NO

3b) If yes, provide the names and locations of the service organizations: 

	Name of Service Organization
	Service Provided
	Location (City, State)

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


COMPUTER PROCESSING ENVIRONMENT ORGANIZATION & PERSONNEL

1a) Is your approach to information systems and related support activities: 




CENTRALIZED
DECENTRALIZED

1b) Briefly describe which activities are centralized, which are decentralized, and how 

      decentralized activities are organized:  

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

2) For this computer processing environment, list the relevant departments, the approximate number of staff in each department, and the names & titles of key personnel.  If available, enclose a copy of your I.S. organization chart.

	Department/Institution Unit
	Approximate Number of Staff
	Names & Titles of Key Personnel

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


DISASTER RECOVERY/INSTITUTION CONTINUITY PLANNING
1a) Do you have a institution continuity plan and/or Disaster Recovery Plan? (circle one)




YES


NO

1b) How are changes made to the Institution Continuity Plan and/or Disaster Recovery Plan?

1c) If yes, briefly describe significant components of the plan.  Consider the following:


-Key processing locations


-Application systems for key institution processes


-End-user activities for key institution processes


-Telecommunications and networks


-Key databases, information warehouses, etc.


-Human resources


-Personal safety of employees and others

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

2) Have significant portions of the plan been tested within the last twelve months?




YES


NO

3) Do you have any type of arrangement allowing for restoration of computer processing in the 

     event of an emergency? (circle one)

(a) Yes, a “hot site” agreement with a third party to provide a location and necessary hardware for restoration of computer processing.

(b) Yes, we maintain two physically separate data centers with sufficient capacity to back one another up.

(c) Yes, an agreement with another unit(s) of this institutionthat allows for access to that organization’s computer systems in the event our computer systems are not available or accessible. 

(d) Yes, a mutual support agreement with another company that allows for access to that company’s computer systems in the event the our computer systems are not available or accessible.

(e) No.

3b) If the agreement is with another company, is there a contract?  How often is the contract     reviewed and/or renewed?

4a) Are backup copies of all significant application system programs and data files stored in an 

      off-site location?




YES


NO

What is the backup tape rotation schedule and frequency?  If tape management is outsourced, is there an SLA?

a. What types of back-up software do you use?

b. What is the schedule that back-ups are done on?

c. How are back-up failures tracked and resolved?

4b) List application system programs and/or data files for which backup copies are NOT stored in 

      an off-site location:

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

Information Resource Strategy and Planning

1)  Do you have an information systems steering committee?

Briefly describe the composition of the information systems steering committee and its roles and responsibilities.  This could be an informal monthly meeting to ensure management awareness of IT activities/projects. 

2)  Do you have an information system strategy and/or a long-range information system plan?

Relationships with Outsourced Vendors

1)  Who is responsible for managing relationships with outsourced vendors?  Indicate the titles of such individuals and their roles and responsibilities.

2)  Briefly describe your procedures for selecting outsourced vendors and entering into contracts with them.  Also describe your procedures for evaluating the ongoing effectiveness of such outsourcing contracts.

3)  Briefly describe your procedures, if any, to assess the impact of outsourcing certain activities on its accounting process (i.e. – Is payroll outsourced?).  Consider the following:

 - Whether you have assessed the adequacy of control activities at the service organization

 - Whether you have assessed the need to implement control activities to complement those implemented by the service organization

 - Whether you monitor the ongoing effectiveness of control activities at the service organization and any complementary control activities.

INFORMATION SYSTEMS OPERATIONS

1) Briefly describe your information systems operations procedures:

Job scheduling


Help desk
2) Have you established a formal service-level agreement with users? [Expected response time]




YES


NO

3) Do you have a centralized data entry department for key-entry of data into batch processing 

    systems? (circle one)




YES


NO

4) How are batch production jobs that are processed at this location scheduled? (circle one)

(a) Using automated job scheduling software.

(b) Using a non-automated job scheduling system.

(c) Users must submit their jobs for processing as needed.

(d) Who has access to schedule or change batch jobs

5) How are hardcopy output reports printed and distributed to users? (circle one or more)

(a) Printed at a central location and distributed by couriers.

(b) Printed at a central location and left in locked mailboxes for users to pick up.

(c) Printed at a central location and left in unlocked mailboxes for users to pick up.

(d) Printed on remote printers in designated user locations.

INFORMATION SECURITY

Security Policies & Procedures

1) Are your information security policies and procedures written? (circle one) If so, please provide a copy.
YES


NO

Logical Security

2) Which of the following methods are used to restrict logical access to application systems and 

    data (indicate all applicable):

(a) Operating system access control features.

(b) Network management system access control.

(c) Third party access control software.

(d) Application system access control features.

2a) Please list those applicable from #2:
3) Are support and administration of methods of restricting logical access:




CENTRALIZED
DECENTRALIZED

3a) If applicable , briefly describe how support and administration of access restriction 

      methods is decentralized:

______________________________________________________________________________

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

______________________________________________________________________________

4) Which of the following techniques are used to authenticate the idinstitutionof users attempting to 

    access the system:

(a) Magnetic card readers.

(b) Passwords that can be used more than once.

(c) One time passwords and/or tokens.

(d) Biometric devices.

5) Briefly describe your processes for authorizing access to data and assigning access privileges to users for New hires and for Terminations:

______________________________________________________________________________

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

______________________________________________________________________________

6) Which of the following groups is responsible for authorizing access to data (that is, for 

      approving a request that an individual be granted access to specific data or types of data)?

(a) Data Owners

(b) Data Security Personnel

(c) Data Administrators

(d) Programmers

(e) Other Data Processing Personnel

(f) Outside Consultants

(g) Other Users

7) Which of the following groups is responsible for assigning access privileges to users (that is, 

      for setting up software parameters that restrict or allow certain types of access to data)?

(a) Data Owners

(b) Data Security Personnel

(c) Data Administrators

(d) Programmers

(e) Other Data Processing Personnel

(f) Outside Consultants

(g) Other Users

8) Which of the following groups is allowed update access to production data? [Who migrates changes.]

(a) Data Owners

(b) Data Security Personnel

(c) Data Administrators

(d) Programmers

(e) Other Data Processing Personnel

(f) Outside Consultants

(g) Other Users

9) Do you allow external access to/from your computer systems (for example, via dial-up or 

        external networks [EDI – e-commerce?])



YES 


NO

9a) If yes, which of the following groups has such access?

(a) Data Processing Personnel

(b) Users

(c) Outside Data Processing Contractors

(d) External Customers/Clients

(e) External Vendors/Suppliers

9b) Briefly describe the purpose of such access and methods used to restrict access:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

10) Do you transmit data across external networks (such as the Internet, value-added networks)?




YES


NO

10a) If yes, is sensitive data encrypted when transmitting data across external networks?




YES


NO

11) Do you allow Internet access to/from your computer systems?




YES


NO

11a) If yes, briefly describe Internet access to/from your computer systems.  Consider the 

        following:


-Internal and external users who have been granted such access.


-The purpose of such access.

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

______________________________________________________________________________________

12) Which of the following methods are used to protect your systems from access to/from public 

      networks (i.e. – the Internet, value-added networks)?

(a) Access Management

(b) Encryption

(c) Firewalls

(d) IDS

13) List the Internet firewall software:


Describe how firewalls are configured and used.  Consider the following:

 - Where are they located?  

 - What is their function (one-way, two-way, proxy, bastion, etc.)?  

 - What technologies do they use? 

 - How are they configured?  

 - How are they managed?

13a)  Do you block all traffic and allow only certain, or do you allow all and block only certain?

14) Do you have a world wide web site?




YES


NO

14a) If yes, which of the following services are available of your web site?

(a) Access to information about your organization.

(b) Ability to order and/or pay for goods or services you provide.

(c) Ability to correspond with selected client personnel via e-mail.

14b) If relevant, which of the following Internet-based options is utilized:

(a) Third party Internet service provider

(b) Stand-alone machine not networked to your system

15) Do users have access to report writer software on primary financial application? [Crystal Reports]




YES


NO

15a) If yes, describe how such report writer software is used, including who is able to use such 

        software, the types of software available, and the purposes for which such software is used:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

16) Authentication parameters (please provide screenshot or printout of parameters for primary financial application, network OS and database)
	System/Application/DataBase
	Minimum Password Lenght
	Min Password change interval
	Unsucessful Login attempts allowed 
	Complexity
	Other

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


17) Do users have the ability to download and manipulate application system data? [Journal entries]




YES


NO

17a) If yes, describe how such abilities are used (i.e. – what data can be downloaded, how it can 

        be manipulated, how the results of such activities are used) and how they are controlled:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

18) Do users have the ability to upload data to application systems, outside of normal application 

        system data entry? [DBA’s making direct data changes]




YES


NO

18a) If yes, describe how such abilities are used (i.e. – what data can be uploaded, the source of 

        such data, affects on other application data) and how they are controlled:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Physical Security

19) Which of the following methods is used to restrict physical access to your processing  

      location?

(a) Traditional Locks & Keys

(b) Key Cards

(c) Combination Door Locks

(d) Biometric Devices

(e) Guards/Receptionists to screen visitors

20) Which of the following groups are allowed physical access to your computer processing 

      environment? For each group, indicate whether full or restricted access has been granted, and 

      indicate the nature of any restrictions.

(a) Operations






(b) Applications Development

(c) Data Security

(d) Other Data Processing Personnel

(e) Outside Data Processing Contractors

(f) Users

(g) Customers/Clients

(h) Vendors/Suppliers

(i) Custodial Staff

21) Which of the following environmental controls are in place at your processing location to 

      prevent damage to the computer equipment?

(a) Fire Detection & Suppression

(b) Temperature Monitors

(c) Humidity Monitors

(d) Alternate Power Supply

APPLICATION SYSTEMS IMPLEMENTATION & MAINTENANCE

1) Which of the following statements best describes the nature of your system development and      

    maintenance methodology?

(a) Written system development and maintenance policies, procedures, and standards have been implemented.

(b) An established, but unwritten systems development methodology is followed.

(c) No formal system development methodology is followed.

2) What is you change management process?[consider version control, testing, approval and SOD considerations – provide policies and procedures if applicable]

3) Do you use any decision support systems and-or executive information systems?




YES 


NO

4) From what source(s) do you obtain application systems?  Consider the following sources:


-Purchased software, with little or no customization.


-Purchased software, with significant customization.


-Proprietary software provided by the service organization.


-In-house developed software.

	Institution Cycle
	Name(s) of Application System(s)
	Source

	
	
	

	
	
	

	
	
	

	
	
	


5a) Do you have access to a current copy of source code for all significant application systems?




YES


NO

5b) If no, list the application systems for which a current copy of the source code is NOT 

      available (i.e. – SAP, PeopleSoft, & Oracle Financials):

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

DATABASE IMPLEMENTATION & SUPPORT

1) Which of the following statements best describes the data architecture of the application   

    systems supported by your processing location?

(a) Integrated database used by all application modules.

(b) Multiple databases, some of which are used by more than one computerized application systems.

(c) Individual databases, created by each computerized application system; some of these databases are used as input to other computerized application systems.

2) List database management software (i.e. – Oracle, DB2, IMS, & IDMS) used by application 

    systems (i.e. – SAP, PeopleSoft, & Oracle Financials) supported by your computer processing   

    environment and the related application system(s):

	Database Management Software/Version
	Application Systems

	
	

	
	

	
	

	
	

	
	


3) Which of the following statements best describes administration responsibilities of your 

    database(s)?

(a) Databases are administered by a centralized data administration group.

(b) Application development personnel are responsible for administering the databases owned by their computerized application systems.

(c) Operations personnel perform data administration tasks as needed.

4) What is you change management process for databases?[consider version control, testing, approval and SOD considerations – provide policies and procedures if applicable]

NETWORK SUPPORT

1) Briefly describe your use of networks, including the locations that are networked together, the 

    institution cycles and activities that are supported by networked application systems, and the   

    interrelationships within the network.  Attach an overview diagram of the network (network  

    topology), if one is available.

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

2) List the network management system software you use (i.e. – Novell, NetWare, & Banyan 

    Vines):

	Network Management System Software

	

	

	

	


3) Which of the following groups has update access to Network Management System Software 

    configuration data?

(a) Network Support Group

(b) In-House Programmers

(c) Vendor Personnel

(d) Outside Contractors

(e) Computer Operations Personnel

(f) Data Processing Management

4) Which of the following groups is responsible for modifying Network Management System 

    Software configuration data?

(a) Network Support Group

(b) In-House Programmers

(c) Vendor Personnel

(d) Outside Contractors

(e) Computer Operations Personnel

(f) Data Processing Management

5) What is you change management process for network?[consider version control, testing, approval and SOD considerations – provide policies and procedures if applicable]

SYSTEMS SOFTWARE SUPPORT

1) Briefly describe your procedures for acquiring, implementing, and maintaining systems    

    software (that is, the operating system and other software that does not directly relate to    

    application systems), including the roles and responsibilities of any individuals or groups  

    involved in this process. [Windows/UNIX Patches – mainframe patches - PTFs]

    Address the following types of procedures, as applicable:


-Testing new systems software and/or modifications to existing software.


-Assessing the impact of new or modified systems software on processing of application  

 systems.

-Approving implementation of new systems software and/or modifications to existing 

 software (i.e. – new releases of such software).

-Moving new or modified systems software into production libraries (i.e. – implementing 

 the new or modified programs).

-Validating the integrity and accuracy of processing of new or modified systems 

 software.

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

APPLICATION CONTROLS

1) Are procedures in place to review any data manually entered into the financial application?

2) Are there input edits embedded in the financial application program to check for invalid field lengths, invalid characters, incorrect dates or missing data?

3) Is output data balanced or reconciled to source documents? Reconciliation process for financial data?

4) Are there error reports that are used by personnel for review and correction of data?

END USER COMPUTING

1) Are spreadsheets used for input and upload of financial information to the primary financial application? If so, please list area (Accounting, A/P, A/R).
 SIGNIFICANT EVENTS IN THIS COMPUTER PROCESSING ENVIRONMENT SINCE THE LAST AUDIT

Significant Changes 

Briefly describe significant changes (if any) in the IT area since the last audit:

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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