
GMIS  - What assurance can you give the auditor?

Circle all the items you have functionally at your government.   On the ones you don’t have, make a note to the side as to why it is not in place.

Network Security Controls
1. Evaluate controls over the management of remote equipment.

2. Confirm that network and communication controls appropriately mediate access between security domains:

a. Physical placement of components

b. Placement and monitoring of networking monitoring and protection devices, including intrusion detection system (IDS) and intrusion prevention system (IPS) functionality.

c. Determine whether appropriate controls exist over the confidentiality and integrity of data transmitted over the network (e.g., encryption, parity checks, message authentication)

3. Maintain a clear description of the security attributes of all network services and protocols used by the organization.

4. External access provider contracts include consideration of security responsibilities and procedures.

5. A published, vetted, and accepted standard encryption is used to protect the confidentiality of sensitive or critical information.

6. VPN uses encrypted tunnels to ensure the privacy and integrity of the data passing over the public network.

7. A well-defined policy on the use of network services exists.

8. Ensure remote access devices and network access points for remote equipment are appropriately controlled.

a. Remote access requires management authorization.

b. Additional management authorization is required for all users who access, manage, or transport sensitive data remotely.

c. Authentication is of appropriate strength.  (e.g., two-factor for sensitive data sets).

d. Remote access devices are appropriately secured and controlled by the entity.

Firewall/Access Best Practices

1. The firewall implementations must be part of the regular backup scheduled to ensure immediate recovery to the most recent management-approved policy.

2. All network sessions transmitting sensitive information should use encryption when traveling beyond the established firewall.

3. After a failure, all firewalls will fail to a secure configuration.

4. Firewalls will be tested offline and the proper configuration verified.
5. A firewall exists and all network traffic to third parties and remote satellite facilities must pass through the device.

6. A firewall should exist.  All internet traffic inside to outside and vice versa must pass through it.

7. Configuration parameters such as packet filter rules will be up to date and reflect all configuration changes with attached management approvals.

8. The firewall implementations must be part of the regular backup schedule to ensure immediate recovery to the most recent management-approved policy.

9. Source routing will be disabled on all firewalls and external routers.

10. Firewalls will be configured using Network Address Translation (NAT) and shall proxy all outbound services.

11. The firewall will provide detailed audit logs of all sessions.  These logs will be reviewed for any anomalies.

12. Firewall documentation will be maintained on offline storage (digital permissible) at all times.  Documentation should include:  the network diagram, IP addresses of all network devices, IP addresses of routers, DNS servers, etc.

Common Controls
1. Technical support, incident tickets, and user-feedback systems are in place and operational.

2. Network activity is monitored, and anomalies are investigated and documented.

3. The support teams have established procedures to escalate items that related to potential breaches and availability issues.

4. Automated tools intercept intruder attempts to violate policies.

5. Develop, gain acceptance, and distribute security guidelines and machine lockdown procedures.

6. The organization centrally aggregates the data and conducts analysis to identify enterprise-wide trends.

7. Users are aware of and utilize support, incident tickets, and user-feedback systems to report availability, integrity, potential security breaches, and other issues without fear of negative penalty.

8. Intrusion prevention and detection systems are employed on sensitive network segments.

9. Automatic triggers exist and are operational within the feedback systems to alert the incident response group regarding potential breaches.

10. Intrusion response procedures are reviewed by legal, risk management, and top management , and are approved by management prior to adoption.

Environmental and Physical Access:
1. Air, temperature, and humidity system:

a. Consistent temperature
b. Maintain humidity

c. Monitor and notify when conditions beyond tolerance

d. Location should not be high traffic areas or areas of high political or religious threats, tornado, hurricane or prone natural disaster zones.

2. Stable, consistent, and clean power source:

a. Eliminates spikes and noise

b. Temporary backup systems

c. Reliable power delivery grid

d. Secondary backup system to allow enough time to safely shut down

e. Redundant power feeds that approach the facility in opposite cardinal directions and originate from separate grids

3. Access privileges are revoked immediately once an individual no longer requires access to the facility.
4. Only authorized individuals have access to the organization’s physical data facilities and management assigns these based on roles/responsibilities.

5. Access activity is reviewed and violations are addressed by management.

6. Security policies and procedures detail required actions in the event of a physical security breach.

7. Security locks are centrally managed.

8. Tools include entry logs, perimeter fences, electronic and visual surveillance systems, laptop and computer secure cable locks, terminal locks, perimeter intrusion alarms,  numbered key pad, electronic keycards, etc.

Access Controls
1. Mobile computing and teleworking:

a. Device authentication is required at boot and may not be circumvented.

b. Remote access requires two-factor authentication.

c. Remote access provides limited access to sensitive data.

2. Requirements for access:

a. User access and privileges are defined in job responsibilities.

b. Regular review of all individuals with access by management.

c. Management approves and authorizes users for systems.

d. Access policy is defined and published, dealing with authorized usage and responsibilities of users of the system.

3. Operation System Control:

a. Limit access to system software.

b. Owner signs-off with quarterly reviews of who has access.

4. User Access Management:

a. Establish access controls to enforce segregation of duties.

b. Ensure individual user identifiers are managed and distributed for all users of the system.

c. User accounts should not be shared.

5. User Responsibilities:

a. Passwords should be kept secret by the user, be complex and reasonable length (7 or more characters).

b. Users are responsible for their own actions and should not take actions against the law or codes of conduct.

c. Users are accountable for all access attempts done through user account information.

d. User is responsible whether account information was shared or stolen, as the safeguarding of the information in their duty.
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